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new usr/src/cnd/ savecor e/ savecore. c
56 #include <fnmlibfnmevent.h>
57 #include <sys/int_fntio.h>

60 /* fread/fwite buffer size */
61 #define FBUFSI ZE
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.

10 * See the License for the specific | anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, with the
16 * fields enclosed by brackets “[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 =

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright (c) 1983, 2010, Oracle and/or its affiliates. Al rights reserved.
23 * Copyright 2019 Joyent, Inc.

23 * Copyright 2016 Joyent, Inc.

24 */

25 /| *

26 */Copyright 2016 Nexenta Systems, Inc. Al rights reserved.

27 *

29 #include <stdio. h>

30 #i
31 #i
32 #i
33 #i
34 #i
35 #i
36 #i
37 #i
38 #i
39 #i
40 #i
41 #i
42 #i
43 #i
44 #i
45 #i
46 #i
47 #i
48 #i
49 #i
50 #i
51 #i
52 #i
53 #i
54 #i
55 #i

LR R R R

ncl ude <stdlib. h>

ncl ude <stdarg. h>

ncl ude <unistd. h>

ncl ude <fcntl. h>

ncl ude <errno. h>

ncl ude <string. h>
nclude <deflt.h>

ncl ude <tine. h>

ncl ude <sysl og. h>

ncl ude <stropts. h>

ncl ude <pthread. h>
nclude <limts. h>

ncl ude <atom c. h>
nclude <l ibnvpair.h>
nclude <libintl.h>

ncl ude <sys/mem h>

ncl ude <sys/statvfs.h>
ncl ude <sys/ dunphdr. h>
ncl ude <sys/dunpadm h>
ncl ude <sys/conpress. h>
ncl ude <sys/panic. h>
ncl ude <sys/sysnacros. h>
ncl ude <sys/stat.h>

ncl ude <sys/resource. h>
ncl ude <bzi p2/bzlib. h>
ncl ude <sys/fmfutil.h>

63 /* mninmumsize for output buffering */

64 #define M NCOREBLKSI ZE

66 /* create this

67 #define METRI CSFILE "METRI CS. csv"

69 static char prognanme[ 9] = "savecore"
70 static char *savedir;

71 static char *dunpfil e;

72 static |long bounds = -1;

73 static |ong pagesi ze;

74 static int dumpfd = -1;

75 static boolean_t have_dunpfile = B_TRUE;
76 static dunphdr_t corehdr, dunphdr;

77 static bool ean_t dunp_i nconpl ete;

78 static bool ean_t fm panic;

79 static offset_t endoff;

80 static int ver bose;

81 static int di sregard_val id_fl ag;
82 static int i vedunp;

83 static int interactive;

84 static int csave;

85 static int fil enode;

86 static int per cent _done;

87 static int sec_done;

88 static hrtinme_t startts;

89 static volatile uint64_t saved;

90 static volatile uint64_t zpages;

91 static dunpdatahdr_t datahdr;

92 static |long cor ebl ksi ze;

93 static int cflag;

94 static int nfl ag;

95 static int rflag;

97 /*

98 * Payload information for the events we raise.
99 * in raise_event to determ ne what payload to include.
*/

100

101 #define SC_PAYLOAD SAVEDI R 0x0001
102 #define SC_PAYLOAD | NSTANCE 0x0002
103 #defi ne SC_PAYLOAD | MAGEUUI D 0x0004
104 #define SC_PAYLOAD_CRASHTI MVE 0x0008
105 #define SC_PAYLOAD PANI CSTR 0x0010
106 #define SC_PAYLOAD PANI CSTACK  0x0020
107 #define SC_PAYLOAD FAI LREASON  0x0040
108 #define SC_PAYLOAD DUVPCOVPLETE 0x0080
109 #define SC_PAYLOAD | SCOVPRESSED 0x0100
110 #define SC_PAYLOAD DUMPADM EN  0x0200
111 #define SC_PAYLOAD FM PANI C 0x0400
112 #define SC_PAYLOAD JUSTCHECKI NG 0x0800
114 enum sc_event _type {

115 SC_EVENT_DUVMP_PENDI NG,

116 SC_EVENT_SAVECORE_FAI LURE,

117 SC_EVENT_DUMP_AVAI LABLE

118

162 static void raise_event(enum sc_event _type,

b
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| *
/*
| *
| *
| *
| *
| *
| *
/*
| *
| *

(1ULL << 20)

(1ULL << 17)

file if netrics collection is enabled in the kernel */

savecore directory */
source of raw crash dunp */
nureric suffix */

dunp pagesi ze */

dunpfile descriptor */

/* dunpfile existence */
initial and termnal dunphdrs */
dunphdr indicates inconplete */
dunp is the result of fmpanic */
of fset of end-of-dunp header */
chatty node */
disregard valid flag */
dunp the current running system*/
user invoked; no syslog */
save dunp conpressed */
processing file, not dunp device */
progress indicator */
progress last report time */
timestanp at start */
count of pages witten */
count of zero pages not witten */
conpression info */
preferred wite size (st_blksize) */
run as savecore -c */
run as savecore -m*/
run as savecore -r */

These are used

I nclude savedir in event */

I ncl ude bounds instance nunber */
I ncl ude dunp CS instance uuid */
I ncl ude epoch crashtinme */

I nclude panic string */

I ncl ude panic string */

I nclude failure reason */

I ncl ude conpl eteness indicator */
Dump is in vndump. N form */

I's dunpadm enabl ed or not? */
Panic Initiated by FMA */

Run with -c flag? */

char *);
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164 static void

165 usage(voi d)

166 {

167 (void) fprintf(stderr,

168 "usage: % [-L | -r] [-vd] [-f dunpfile] [dirname]\n", prognane);
167 "usage: % [-Lvd] [-f dunpfile] [dirnanme]\n", prognane);
169 exit(1);

170 }

172 #define SC_SL_NONE 0x0001 /* no syslog */

173 #define SC SL_ERR 0x0002 /* syslog if !interactive, LOG ERR */
174 #define SC_SL_WARN 0x0004 /* syslog if !interactive, LOG WARNI NG */
175 #define SC | F_VERBOSE 0x0008 /* nmessage only if -v */

176 #define SC_|F_| SATTY 0x0010 /* message only if interactive */

177 #define SC_EXI T_OK 0x0020 /* exit(0) */

178 #define SC_EXI T_ERR 0x0040 /* exit(1) */

179 #define SC_EXI T_PEND 0x0080 /* exit(2) */

180 #define SC EXIT_FM 0x0100 /* exit(3) */

182 #define _SC ALLEXIT (SCEXIT_OK| SCEXIT_ERR| SC EXIT_PEND | SC EXI T_FM
184 static void

185 logprint(uint32_t flags, char *nessage, ...)

186 {

187 va_list args;

188 char buf[1024];

189 int do_always = ((flags & (SC | F_VERBOSE | SC IF_ISATTY)) == 0);
190 int do_ifverb = (flags & SC | F_VERBOSE) && ver bose;

191 int do_ifisatty = (flags & SC_IF_| SATTY) && interactive;

192 int code;

193 static int logprint_raised = 0;

195 if (do_always || do_ifverb || do_ifisatty) {

196 va_start(args, nessage);

197 /*LI NTED: E_SEC PRI NTF_ VAR FMT™*/

198 (void) vsnprintf(buf, sizeof (buf), message, args);
199 (void) fprintf(st derr "U%: %\n", prognane, buf);
200 if (!interactive)

201 switch (flags & (SC SL_NONE | SC SL_ERR | SC SL_WARN)) {
202 case SC_SL_ERR

203 “/*LINTED: E_SEC PRI NTF_VAR_FMr*/

204 sysl og(LOG ERR, buf);

205 br eak;

207 case SC_SL_WARN:

208 /*LINTED: E_SEC PRI NTF_VAR_FMr*/

209 sysl og( LOG_ WARNI NG, buf);

210 br eak;

212 defaul t:

213 break;

214 }

215 }

216 va_end(args);

217 }

219 switch (flags & _SC ALLEXIT) {

220 case O:

221 return;

223 case SC EXIT_OK:

224 code = 0;

225 br eak;

227 case SC_EXI T_PEND:
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228
229
230
231
232
233
232
234
235
236

238
239
240

242
243
244
243
245
246
247
248

250
251 }

/*
* Raise an ireport saying why we are exiting. Do not
* raise if run as savecore -m If sonething in the
* raise_event codepath calls |ogprint avoid recursion.
*/
if (!nflag && !rflag && logprint_raised++ == 0)
if (Inflag & I ogprint_rai sed++ == 0)
rai se_event (SC_EVENT_SAVECORE_FAI LURE, buf);
code = 2;
break;
case SC_EXIT_FM
“code = 3
break;
case SC_EXIT_ERR
defaul t:
if (Inflag & !'rflag && | ogprint_raised++ == 0 & have_dunpfile)
if (!Inflag & | ogprint_raised++ == 0 & have_dunpfil e)
rai se_event (SC_EVENT_SAVECORE_FAI LURE, buf);
code = 1;
br eak;
}
exit(code);
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356 static void

357 r
358 {
359
358
360
361
362
363
364
365

367

369
370
371

373
374
375

377
378
379
380

382
383
384
385

387
388
389
390
391
392

ead_dunphdr (voi d)

if (filemode || rflag)
if (filenode
dunmpfd = Open(dunpfile, O RDONLY, 0644);
_dunpfd = Q)en(dunpflle O RDVWR | O DSYNC, 0644);
endof f = || seek(dunpfd, -DUMP_OFFSET, SEEK_END) & - DUMP_OFFSET;
Pr ead( dunpf d, &durrphdr si zeof (dunphdr), endoff);
Pread(dunpfd, &datahdr, sizeof (datahdr), endof f + sizeof (dunphdr));

el se

pagesi ze = dunphdr. dunp_pagesi ze;
i f (dunphdr.dunmp_magi c ! = DUMP_MAG Q)
| ogprint (SC_SL_NONE | SC EXI T_PEND,
dunphdr . dunp_nagi c) ;

"bad magi c nunber %",

if ((dunphdr.dunp_flags & DF_VALID) == 0 && !disregard_valid_fl ag)
I'ogprint (SC SL_NONE | SC | F_VERBOSE | SC_EXI T_OK,
"dunp already processed™);

i f (dunphdr.dunp_version != DUMP_VERSI ON)
I'ogprint (SC_SL_NONE | SC_I F_VERBOSE | SC_EXI T_PEND,
"dunp version (%) 1= 9% version (%l)"
dunphdr. dunp_versi on, progname, DUMP_ VERS| N) ;

i f (dunphdr. dunp_wordsi ze ! = DUMP_WORDSI ZE)
I'ogprint (SC_SL_NONE | SC EXI T_PEND,
"dump is from %-bit kernel - cannot save on %-bit kernel",
dunphdr . dunp_wor dsi ze, DUMP_WORDSI ZE) ;

i f (datahdr. dunp_dat ahdr _magi c == DUMP_DATAHDR _MAG C)
if (datahdr.dunp_dat ahdr _version ! = DUVP_DATAHDR VERSI ON)
I ogprint (SC_SL_NONE | SC | F_VERBOSE | SC_EXI T_PEND,
"dump data version (%) != % data version (%l)"
dat ahdr . dunp_dat ahdr _ver si on, prognang,
DUMP_DATAHDR_VERSI ON) ;



new usr/src/cnd/ savecor e/ savecore. c

393
394
395
396

398
399
400
401
402
403

405
406

408
409
410
411
412
411
413
414
415
416
417 }

} else {
(void) nenset (&datahdr, 0, sizeof (datahdr));
dat ahdr . dunp_maxcsi ze = pagesi ze;

}
/*
* Read the initial header, clear the valid bits, and conpare headers.
* The main header nay have been overwitten by swapping If we're
* using a swap partition as the dunp device, in which case we bail.
*
/
Pread(dunpfd, &corehdr, sizeof (dunphdr_t), dunphdr.dunp_start);

corehdr. dunp_fl ags & ~DF_VALI D,
dunphdr . dunp_fl ags & ~DF_VALI D,

if (nem:;m(&corehdr, &Junphdr, sizeof (dunmphdr_t)) != 0) {

* Clear valid bit so we don’t conplain on every invocation.

x|
if (!filemode && !rflag)
if (!filenode)

Pwrite(dunmpfd, &dJunphdr, sizeof (dunphdr), endoff);
logprint(SC SL_ERR | SC _EXI T_ERR,
"initial dunmp header corrupt");

}
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565 /*

566 * Concatenate dunp contents into a new file.
567 * Update corehdr with new of fsets.

568 */

569 static void
570 copy_crashfile(const char *corefile)

571 {
572
573
574
575
576

578
579

581
582
583
584

586
587
588
589
590

592
593
594
595
596
597
598

600
601
602

int corefd = Qpen(corefile, O WRONLY | O CREAT | O TRUNC, 0644);
size_t bufsz = FBUFSI ZE;

char *inbuf = Zalloc(bufsz);

of fset _t coreoff;

size_t nb;

logprint(SC SL_ERR | SC_| F_VERBCSE,
"Copying % to 9%/ 9%\n", dunpfile, savedir, corefile);

*

* This dump file is still conpressed
*/
corehdr. dunp_flags | = DF_COWPRESSED | DF_VALI D;

/*

* Leave room for corehdr, it is updated and witten |ast
*/

corehdr. dunp_start = O;

coreof f = sizeof (corehdr);

/*
* Read in the conpressed synbol table, copy it to corefile.
*/

coreof f = roundup(coreoff, pagesize);

corehdr. dunp_ksyns = coreoff;

Copy(dunphdr. dunp_ksyms, dunphdr. dunp_ksyns_csi ze, &coreoff, corefd,
inbuf, bufsz);

/*

* Save the pfn table.
*

/
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667

coreof f = roundup(coreoff, pagesize);

corehdr. dunp_pfn = coreoff;

Copy(dunphdr. dunp_pfn, dunphdr.dunp_npages * sizeof (pfn_t), &coreoff,
corefd, inbuf, bufsz);

/*
* Save the dunp map.
*
/
coreof f = roundup(coreoff, pagesize);
corehdr. dunp_nmap = coreoff;
Copy(dunphdr. dunp_map, dunphdr. dunp_nvtop * sizeof (nemvtop_t),
&coreof f, corefd, inbuf, bufsz);

/*

* Save the data pages.

*

/
coreof f = roundup(coreoff, pagesize);
corehdr. dunp_data = coreoff;
if (datahdr.dunp_data_csize != 0)
Copy( dunphdr. dunp_dat a, dat ahdr. dunp_data_csi ze, &coreoff,
corefd, inbuf, bufsz);

el se
CopyPages( &coreof f, corefd, inbuf, bufsz);
/*
* Now write the nodified dunmp header to front and end of the copy.
* Make it look like a valid dunp device.
*
* From dunphdr. h: Two headers are witten out: one at the
* begi nning of the dunp, and the other at the very end of the
* dunp device. The terminal header is at a known | ocation
* (end of device) so we can always find it.
*

* Pad with zeros to each DUMP_OFFSET boundary.
*

/
(void) menset (i nbuf, 0, DUMP_OFFSET);

nb = DUMP_OFFSET - (coreoff & (DUMP_OFFSET - 1));
if (nb > 0)
Pwrite(corefd, inbuf, nb, coreoff);
coreof f += nb;

}

Pwrite(corefd, &corehdr, sizeof (corehdr), coreoff);
coreof f += sizeof (corehdr);

Pwite(corefd, &datahdr, sizeof (datahdr), coreoff);
coreof f += sizeof (datahdr);

nb = DUMP_OFFSET - (coreoff & (DUMP_OFFSET - 1));
if (nb >0)

Pwrite(corefd, inbuf, nb, coreoff);
}

free(inbuf);
Pwrite(corefd, &corehdr, sizeof (corehdr), corehdr.dunp_start);

Wite out the nodified dunp header to the dunp device.
The dunp device has been processed, so DF_VALID is clear.
if (!filenmode && !rflag)

if (!filenode)

Pwrite(dunpfd, &dunphdr, sizeof (dunphdr), endoff);

(void) close(corefd);
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1335 static void

1336 build_corefil e(const char *nanelist, const char *corefile)

1337 {

1338 size_t pfn_table_size = dunphdr.dunp_npages * sizeof (pfn_t);
1339 size_t ksyns_size = dunphdr. dunp_ksyns_si ze;

1340 size_t ksynms_csize = dunphdr. dunp_ksyns_csi ze;

1341 pfn_t *pfn_table;

1342 char *ksyns_base = Zall oc(ksyns_si ze);

1343 char *ksyns_cbase = Zal |l oc(ksyns_csi ze);

1344 size_t ksyns_dsi ze;

1345 Stat_t st;

1346 int corefd = Open(corefile, O WRONLY | O CREAT | O TRUNC, 0644);
1347 int namefd = Open(nanelist, O WONLY | O CREAT | O TRUNC, 0644);
1349 (void) printf("Constructing nanelist %/%\n", savedir, nanelist);
1351 /*

1352 * Determine the optimumwite size for the core file

1353 */

1354 Fstat (corefd, &st, corefile);

1356 if (verbose > 1)

1357 (void) printf("%: %d block size\n", corefile,

1358 (1 ong) st.st_bl ksi ze);

1359 corebl ksi ze = st.st_bl ksi ze;

1360 if (coreblksize < M NCOREBLKSI ZE | | ! I SP2( cor ebl ksi ze))

1361 corebl ksi ze = M NCOREBLKSI Z

1363 hist = Zalloc((sizeof (uint64_t) * BTOP(corebl ksize)) + 1);

1365 /*

1366 * This dunp file is now unconpressed

1367 */

1368 corehdr. dunp_fl ags & ~DF_COVPRESSED,

1370 /*

1371 * Read in the conpressed synbol table, copy it to corefile,
1372 * deconpress it, and wite the result to nanelist.

1373 */

1374 corehdr. dunp_ksyns = pagesi ze;

1375 Pread(dunpfd, ksyms_cbase, ksyns_csize, dunphdr.dunp_ksyns);
1376 Pwrite(corefd, ksyms_chase, ksyns_csize, corehdr.dunp_ksyns);
1378 ksyms_dsi ze = deconpress(ksyns_cbase, ksyns_base, ksyns_csi ze,
1379 ksyms_si ze)

1380 if (ksyms_dsize != ksynms_size)

1381 | ogpri nt (SC_SL_WARN,

1382 "bad data in symbol table, %u of %u bytes saved",
1383 ksyms_dsi ze, ksyms_size);

1385 Pwite(nanefd, ksyms_base, ksyms_size, 0);

1386 (void) close(nanefd);

1387 free(ksyns_cbase);

1388 free(ksyns_base);

1390 (void) printf("Constructing corefile %/ %\n", savedir, corefile);
1392 /*

1393 * Read in and wite out the pfn table.

1394 */

1395 pfn_tabl e = Zall oc(pfn_tabl e_size);

1396 corehdr. dunp_pfn = corehdr.dunp_ksyns + roundup(ksyns_si ze, pagesize);

1397 Pread(dunpfd, pfn_table, pfn_table_size, dunphdr.dunp_pfn);
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1400
1401
1402
1403
1404
1405

1407
1408
1409
1410
1411
1412

1414
1415
1416
1417

1419
1420

1422
1423
1424
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1427
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1430 }

Pwite(corefd, pfn_table, pfn_table_size, corehdr.dunp_pfn);

/*
* Convert the raw translation data into a hashed dunp map.
*

corehdr. dunp_nap = corehdr. dunp_pfn + roundup(pfn_tabl e_size, pagesize);
bui | d_dunp_map(corefd, pfn_table);
free(pfn_table);

/*

* Deconpress the pages
*/

deconpress_| pages(coref d);

(void) printf %d of %d pages saved\n"
dunphdr . dunp_npages) ;

(pgcnt _t ) saved,

if (verbose)
(voird) printf("%d (%d%®9 zero pages were not witten\n",
(pgcent _t)zpages, (pgcnt_t)zpages * 100 /
dunphdr . dunp_npages) ;

if (saved != dunphdr. dunp_npages)

logprint(SC_SL_WARN, "bad data after page % d", saved);
/*
* Wite out the nodified dump headers.
*
/
Pwrite(corefd, &corehdr, sizeof (corehdr), 0);
f (!filemode && !rflag)
f (!filenode)
Pwrite(dunpfd, &dJunphdr, sizeof (dunphdr), endoff);

(void) close(corefd);

__unchanged_portion_onitted_

1527 static void
1528 stack_retrieve(char *stack)

1529 {
1530
1531
1532
1533

1535
1536
1537
1538
1539

1541
1542

1544
1545
1546
1547

1549
1550
1551
1552
1553
1554
1555
1556

sumrary_du d,
of fset _t dunpoff = - (DUWP_OFFSET + DUMP_LCGSI ZE +
DUVP_ERPTSI ZE) ;

dunpof f -= DUMP_SUMVARYSI ZE;
if (rflag)

dunpfd = Open(dunpfile, O RDONLY, 0644);
el se

dumpfd = Open(dunpfile, O RDWR | O DSYNC, 0644);
dunpoff = |l seek(dunpfd, dunpoff, SEEK END) & - DUMP_ CFFSET
Pread(dunpfd, &sd, sizeof (surmary dunp_t), dunpoff);
dunpof f += sizeof (sumary_dunp_t);

if (sd.sd_magic == 0) {
*stack = "\0";
return;

}

if (sd.sd_magic != SUM\/ARY " MAG O {
*stack = "\ 0’
I ogpri nt (SC_SL_NONE | SC_I F_VERBCSE,
"bad summary magic %", sd.sd magi c);
return;

}
Pread(dunpfd, stack, STACK BUF_SIZE, dunpoff);
if (sd.sd_ssum!= checksunBZ(stack STACK_BUF_SI ZE))
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1557
1558 }

| ogprint (SC_SL_NONE | SC_| F_VERBCSE, "bad stack checksunt);
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1652 int

1653 mai n(int
1654 {

1655

1656

1657

1658

1659

1660

1662

1664
1665
1666

1668

1670
1671
1672
1673

1675
1671
1676
1677
1678
1679
1680
1681
1682
1683
1684
1685
1686
1687
1688
1689
1690
1691
1692
1693
1694
1695
1696
1697
1698
1699
1700
1701
1702

1704
1705
1706
1707
1708
1709
1710
1711

argc, char *argv[])

int i, c, bfd;

Stat _t st;

struct rlimt rl;

long filebounds = -1;

char narrellst[30] coreflle[SO] boundstr[30];
dunpfile = NULL;

startts = gethrtine();

(void) getrlimt(RLIMT_NOFILE, &rl);
rl.rlimecur = rl.rlimnax;
(v0|d) setrlimt(RLIMT_ NO:ILE &l);

openl og( prognane, LOG ODELAY, LOG AUTH);

(voi d) defopen("/etc/durpadm conf");
savedir = defread(" DUMPADM SAVDI R=");
if (savedir != NULL)

savedir = strdup(savedir);

while ((c = getopt(argc, argv, "Lvcdnf:r")) !'= EOF) {
while ((c = getopt(argc, argv, "Lvcdnf:")) !'= EOF) {
switch (c) {
case 'L':
|'i vedunp++;
br eak;
case 'v':
ver bose++;
br eak;
case 'c’':
cfl ag++;
break;
case 'd:
di sregard_val i d_fl ag++;
break;
case 'm:
nfl ag++;
br eak;
case 'r’:
rflag++;
br eak;
case 'f':
dunpfile = optarg
fil ebounds get bounds(dunpfile);
br eak;
case ' ?':
usage();
}
}
/*

* | f doing sonething other than extracting an existing dunmp (i.

* dunpfile has been provided as an option), the user nust be root.

*/
if (geteuid() !'= 0 & dunpfile == NULL) {
(void) fprintf(stderr, "%: % %\n", prognane,
gettext("you nust be root to use"), prognane);
exit(1);
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1712
1714

1716
1717

1719
1720

1722
1723

1725
1726
1727
1728
1729
1730
1731
1732

1734
1735

1737
1738

1740
1741

1743
1744
1745

1747
1748

1750
1752

1754
1755

1757

1759
1760
1761
1762
1763
1764
1765
1755
1766
1767
1768
1769
1770
1771

1773

1775
1776

}
interactive = isatty(STDOUT_FI LENO);
if (cflag & |ivedunp)

usage() ;

if (rflag & (cflag || nflag || |ivedunp))
usage();

if (dunpfile == NULL || Iivedunp)

dumpfd = OQpen("/dev/dunp", O RDONLY, 0444);

if (dunpfile == NULL) {
dunpfile = Zal | oc( MAXPATHLEN) ;
if (ioctl(dunpfd, DI CCGETDEV dunpfile) == -1) {
have_dunpfile = B_FALSE;
| ogprint (SC_ SL_NONE | SC I F_I SATTY | SC EXIT_ERR,
"no dunp device configured");

}

if (nflag)
return (nmessage_save());

if (optind == argc - 1)
savedir = argv[optind];

if (savedir == NULL || optind < argc - 1)
usage();

if (livedunp && ioctl (dunpfd, DI OCDUMP, NULL) == -1)
logprint(SC SL_NONE | SC EXI T_ERR,
"dedi cat ed dunp device required");

(v0| d) cI ose(dunpfd);
dunpfd = -1,

Stat (dunpfile, &st);
filenpde = S | SREG(st. st_node);

if (!filenode && defread(" DUMPADM CSAVE=0f f") == NULL)
csave = 1;

read_dunphdr ();

/*
* W want this nessage to go to the log file, but not the console.
* There’'s no good way to do that with the existing syslog facility.
* We could extend it to handle this, but there doesn't seemto be
* a general need for it, so we isolate the conplexity here instead.
*

/

f (dunphdr. dunp_panicstring[0] !'="'\0 && !rflag) {

f (dunphdr. dunp_panicstring[0] !'="'\0")
int logfd = Open("/dev/conslog", O WRONLY, 0644);
log_ctl_t lc;
struct strbuf ctl, dat;
char msg| DUl\/PfPANI CSl ZE + 100];
char fm[] = "reboot after panic: %";
uint32_t megid;

STRLOG MAKE_MSG D(fnt, nsgid);

/* LINTED: E_SEC_SPRI NTF_UNBOUNDED_COPY */
(void) sprintf(msg, "%: [ID % FACILITY_AND PRICRITY] ",
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prognane, nsgid);
/* LINTED: E_SEC PRI NTF_VAR FMI */
(void) sprintf(msg + strl en(msg) ft,
dunphdr . dunp_pani cstring);

lc.pri = LOG AUTH | LOG ERR;
lc.flags = SL_CONSOLE | SL_LOGONLY;
lc.level = 0;

ctl.buf = (void *)&c;

ctl.len = sizeof (log_ctl_t);

dat. buf = (void *)msg;

dat.len = strlen(msg) + 1;

(void) putmsg(logfd, &ctl, &dat, 0);
(void) close(logfd);

if ((dunphdr.dunp_flags & DF CG\/PLETE) == 0) {
I ogprint (SC_SL_WARN, "inconplete dunp on dunp device");
dunp_i nconpl ete = B_TRUE;

if (dunphdr. dunp_ fm 1 pani c)
fm panic = B_TRUE;

*
* We have a valid dump on a dunp device and know as nuch about
* it as we're going to at this stage. Raise an event for

* logging and so that FMA can open a case for this panic.

* Avoid this step for FMA-initiated panics - FMA will replay
* ereports off the dunp device independently of savecore and
* will make a diagnosis, so we don’t want to open two cases
* for the sane event. Also avoid raising an event for a
* |ivedunp, or when we inflating a conpressed dunp.
*
f
f

(!'fmpanic & !livedunp && !filenmpde && !rflag)
(!fmpanic & !'livedunp && !fil enode)
rai se_event (SC_EVENT_DUMP_PENDI NG NULL);

I ogprint (SC_SL_WARN, "System dunp tinme: %",
cti me( &unphdr. dunp_crashtine));

/*

* Option -c is designed for use from svc-dunpadm where we know

* that dumpadm -n is in effect but run savecore -c just to

* get the above dunp_pendi ng_on_device event raised. If it is run
* interactively then just print further panic details.

*/

if (cflag) {

char *di sabl ed = defread(" DUMPADM ENABLE=Nn0") ;
int lvl = interactive ? SC SL_WARN : SC SL_ERR
int ec = fmpanic ? SC EXIT_FM: SC _EXI T_PEND;

logprint(lvl | ec,

"Pani ¢ crashdunp pending on dunp device% "

"run savecore(1M manually to extract. "

"Image UUID %%.",

disabled ? " but dunpadm-n in effect;" : ";",

cor ehdr . dunp_uui d,

fmpanic ? "(fault-nmanagenent initiated)" : "");
/ * NOTREACHED* /

if (chdir(savedir) == -1)

11
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logprint(SC_SL_ERR | SC EXIT_ERR, “chdir(\"9%\"): %",
savedir, strerror(errno));

check_space(csave);

if (filebounds < 0)

bounds = read_nunber_fromfil e("bounds", 0);
el se

bounds = fil ebounds;

if (csave) {

size_t netrics_size = datahdr.dunp_netrics;
(void) sprintf(corefile, "vndunp.%d", bounds);
dat ahdr . dunp_netrics = 0;

| ogprint (SC_SL_ERR,
"Savi ng conpressed systemcrash dunp in %/ %",
savedir, corefile);

copy_crashfile(corefile);

/
Rai se a fault nmanagenent event that indicates the system
has pani cked. W know a reasonabl e anmount about the
condition at this tine, but the dunp is still conpressed.

/

('livedunp && !fmpanic && !rflag)
(!'livedunp && !'fm panic)
rai se_event (SC_EVENT_DUWP_AVAI LABLE, NULL);

—h—h ok % ¥ 3k

if (netrics_size > 0)

12

{
int sec = (gethrtime() - startts) / 1000 / 1000 / 1000;

FILE *nfile = fopen(METRI CSFI LE, "a");
char *metrics = Zalloc(netrics_size + 1);

Pread(dunpfd, netrics, nmetrics_size, endoff +
si zeof (dunphdr) + sizeof (datahdr));

if (sec < 1)
sec = 1;

if (nfile == NULL) {
I ogpri nt (SC_SL_WARN
"Can't create %:\n%",
METRI CSFI LE, metrics);

} else {
(void) fprintf(nfile, "[[[[.,."):
for (1 =0; i < argc; i++)
(v0|d) fprintf(nfile, "% ", argv[i]);

|

(void) fprintf(nfile, "\n");

(void) fprintf(nfile, ", ,,0/5 % % % %\n",
dunphdr . dunp_ut snane. sysnane,
dunphdr . dunp_ut snane. nodenane,
dunphdr . dunp_ut snane. r el ease,
dunphdr . dunp_ut snane. ver si on,
dunphdr . dunp_ut snane. machi ne) ;

(void) fprintf(nfile, ",,,% dunp tinme %\n",
dunphdr . dunp_flags & DF_LIVE ? "Live" :
"Crash", ctine(&unphdr. dunp_crashtine));

(void) fprintf(nfile, ",,,%/%\n", savedir,
corefile);

(void) fpri ntf(nfl le,
metrics);

(void) fopri ntf(m‘l le, "Copy pages, %d\n",

“Metrics:\n%\n",
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1907 dunphdr. dunp_npages); 1972 (void) fprintf(nfile, "1]]11\n")
1908 (void) fprintf(nfile, "Copy tinme, %\ n", sec); 1973 (void) fclose(nfile);
1909 (void) fprintf(nfile, "Copy pages/sec,%d\n", 1974 }
1910 dunphdr . dunp_npages / sec); 1975 }
1911 (voi d) fprlntf(nflle "1111\n"); 1976 }
1912 (void) fclose(nfile);
1913 } 1978 if (filebounds < 0) {
1914 free(netrics); 1979 (v0| d) sprintf(boundstr, "%d\n", bounds + 1);
1915 } 1980 = Qpen("bounds", O VRONLY | OCREAT | O TRUNC, 0644) ;
1981 Pwrl te(bfd, boundstr, strlen(boundstr), 0);
1917 | ogprint (SC _SL_ERR, 1982 (void) cl ose( bf d) ;
1918 "Deconpress the crash dunp with " 1983 }
1919 "\'n’savecore -vf %/ %",
1920 savedir, corefile); 1985 if (verbose) {
1986 int sec = (gethrtime() - startts) / 1000 / 1000 / 1000;
1922 } else {
1923 (void) sprintf(narmelist, "unix.%d", bounds); 1988 (voi d) prl ntf("%: %02d dunp % is done\n",
1924 (void) sprintf(corefile, "vntore.%d", bounds); 1989 ec 60 sec % 60
1990 csave ? "copy" : decorrpress )
1926 if (interactive & filebounds >= 0 & access(corefile, F_OK) 1991 }
1927 == 0
1928 I ogprint (SC_SL_NONE | SC EXI T_ERR 1993 if (verbose > 1 && hist !'= NULL) {
1929 "% already exists: renpve with " 1994 int i, nw
1930 "rm-f 9%/ {unix,vnctore}.%d "
1931 corefile, savedir, bounds); 1996 for (i =1, nw=0; i <= BTCP( corebl ksi ze); ++i)
1997 nw += hlst[l] * i
1933 | ngl‘l nt (SC_SL_ERR, 1998 (voi d) pr| ntf (" pages count wAN");
1934 "saving system crash dunp in %/ {unix, vicore}.%d" 1999 for (I = 0; i <= BTOP(coreblksize); ++) {
1935 savedi r, bounds); 2000 if (hist[i] == 0)
2001 continue;
1937 buil d_corefil e(namelist, corefile); 2002 (void) printf("o93d %Bu  9%6. 2f\n",
2003 i, hist[i], 100.0 * hist[i] * i / nw);
1939 if ('livedunp && !filermode && !fmpanic & !rflag) 2004 }
1929 if ('livedunp && !filemode && !fm panic) 2005 }
1940 rai se_event (SC_EVENT_DUWP_AVAI LABLE, NULL);
2007 (v0| d) cI ose(dunpfd);
1942 if (access(METRICSFILE, F_OK) == 0) { 2008 dunpfd = -1;
1943 int sec = (gethrtlma() - startts) / 1000 / 1000 / 1000;
1944 FILE *nfile = fopen(METRI CSFI LE, "a"); 2010 return (0);
2011 }
1946 if (sec < 1) __unchanged_portion_onitted_
1947 sec = 1;
1949 if (nfile == NULL) {
1950 I ogpri nt (SC_SL_WARN,
1951 "Can't create %: %",
1952 METRI CSFI LE, strerror(errno));
1953 } else {
1954 (void) fprintf(nfile, "[[[[.,."):
1955 for (1 =0; i < argc; i++)
1956 (v0|d) fprintf(nfile, "% ", argv[i]);
1957 (void) fprintf(nfile, "\n");
1958 (void) fprintf(nfile, ",,,%/%\n", savedir,
1959 corefile);
1960 (void) fpri ntf(nfi le, ",,,% % % % %\n",
1961 dunphdr . dunp_ut snane. sysnane,
1962 dunphdr . dunp_ut snane. nodenane,
1963 dunphdr . dunp_ut snane. r el ease,
1964 dunphdr . dunp_ut snane. ver si on,
1965 dunphdr . dunp_ut snane. machi ne) ;
1966 (void) fprintf(nfile,
1967 "Unconpr ess pages, % PRI u64"\n", saved);
1968 (voi d) fprintf(nfile, "Unconpress tine,%l\n",
1969 ec);
1970 (voi d) fprl ntf(nfile, "Unconpress pages/sec, %
1971 PRI u64"\ n", saved / sec);
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4 .\" Copyright 2013 Nexenta Systems, Inc. Al R ghts Reserved.
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6 . TH SAVECORE 1M "February 22, 2019"
5 . TH SAVECORE 1M "Jan 30, 2013"
7 . SH NAME
8 savecore \- save a crash dunp of the operating system
9 . SH SYNOPSI S

10 . LP

11 . nf

12 \fB/ usr/bin/savecore\fR [\fB-L\fR | \fB \fR] [\fB-vd\fR] [\fB-f\fR \fldunpfile\
11 \EB/usr/bin/savecore\fR[\f -Lvd\fR] [\ f -f\fTR \fldunpfile\fR] [\fldirectory\fR]
13 . fi

15 . SH DESCRI PTI ON

15 .sp

16 . LP

17 The \fBsavecore\fR utility saves a crash dunp of the kernel (assumi ng that one
18 was made) and wites a reboot nessage in the shutdown |og. By default, it is
19 invoked by the \fBdunmpadm fR service each tine the system boots.
20 .sp

LP

22 Dependi ng on the \fBdunpadm f R(C1M configuration \fBsavecore\fR saves either
23 the conpressed or unconpressed crash dunp. The conpressed crash dunp is saved in
24 the file \fldirectory\fRfB/ vimdunp.\fRfIn\fR

25 \fBsavecore\fR saves the unconpressed crash dunp data in the file

26 \fldirectory\fRfB/vncore.\fRfInN\fR and the kernel’s nanelist in

27 \fldirectory\ f RfB/unix.\fRfIn.\fR The trailing \fInN\fR in the

28 pathnanes is replaced by a nunber which grows every tinme \fBsavecore\fR is run
29 in that directory.

30 .sp

31 . LP

32 Before witing out a crash dunp, \fBsavecore\fR reads a nunber fromthe file
33 \fldirectory\fRfB/ mnfree\fR This is the m ni num nunber of kil obytes that

34 nust renain free on the file systemcontaining \fldirectory\fR |f after saving
35 the crash dunp the file systemcontaining \fldirectory\fR woul d have I ess free
36 space the nunber of kilobytes specified in \fBmnfree\fR, the crash dunp is not
37 saved. if the \fBminfree\fR file does not exist, \fBsavecore\fR assumes a

38 \fBmi nfree\fR val ue of 1 negabyte.

39 .sp

40 . LP

41 The \fBsavecore\fR utility also |ogs a reboot nessage using facility

42 \fBLOG AUTH\ fR (see \fBsyslog\fR(3C)). If the systemcrashed as a result of a
43 panic, \fBsavecore\fR logs the panic string too.

44 . SH OPTI ONS

45 .sp

45 . LP

46 The fol |l owing options are supported:
47 .sp

48 .ne 2

49 .na

50 \fB\fB-d\fRfR

51 .ad

52 . RS 15n
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53
54
55

Di sregard dunp header valid flag. Force \fBsavecore\fR to attenpt to save a
crash dunp even if the header information stored on the dunp device indicates
the dunp has al ready been saved.

56 . RE

117

.sp
.ne 2

.na
\fB\fB-fA\fR \fldunpfile\fRfR

.ad

. RS 15n

Attenpt to save a crash dunp fromthe specified file instead of fromthe
system s current dunp device. This option nay be useful if the infornmation
stored on the dunp device has been copied to an on-disk file by nmeans of the
\ f Bdd\ f R(1M command.

. RE

.sp
.ne 2

.na

\fB\fB-LAfRfR

.ad

RS 15n

Save a crash dunp of the live running Solaris system without actually
rebooting or altering the systemin any way. This option forces \fBsavecore\fR
to save a live snapshot of the systemto the dunp device, and then i mediately
to retrieve the data and to wite it out to a new set of crash dunp files in
the specified directory. Live systemcrash dunps can only be performed if you
have conflgured your systemto have a dedicated dunp device using

\ f Bdunpadm f R(1M) .

sp
\fBsavecore\fR \ fB-L\fR does not suspend the system so the contents of nenory
continue to change while the dunmp is saved. This neans that |ive crash dunps
are not fully self-consistent.
. RE

.sp
.ne 2

. ha
\fB\fB-r\fRfR

.a
.RS 15n

Open the dunp device or file as read-only, and don’t update the dunmp header
or do anything else that mght nodify the crash dunp. This option can be used
to recover a crash dunp froma read-only device. This flag cannot be used in
conjunction with \fB\fB-L\fRfR

. RE

.sp
.ne 2

. ha
\fB\fB-VAIfRfR

.a

. RS 15n

Ver bose. Enabl es verbose error nessages from\fBsavecore\fR
RE

. SH OPERANDS

.sp

.LP

The foll owi ng operands are supported:
.sp

.ne 2

.na
\fB\fldirectory\fRfR
.ad
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127
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133
134
135
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137 .

138

140 .

142
143
144
145
146
147

149

151
152
153
154
155
156

160
161
162
163
164
165

169
170
171
172
173
174
175

.RS 13n

Save the crash dunp files to the specified directory.
\f Bsavecore\fR saves the crash dunp files to the default

speci fi ed,

\fBsavecore\fR \fldirectory\fR configured by \fBdunpadm f R(1M .
.RE

. SH FI LES

.sp

.ne 2

. na

\fB\fldirectory\fRfB/ vndunp.\fRfInN\fRfR
.ad

. RS 29n

. RE

.sp
.ne 2

.na
\fB\fldirectory\fRfB/vntore. \fRfINfRfR
a

.RS 29n

RE

.sp
.ne 2

.na
\fg\fldirectory\fR\fB/unix.\fR\fIn\fR\fR
.a

.RS 29n

. RE

.sp
.ne 2

.na
\fB\fldirectory\fR fB/ bounds\fR fR
.ad

. RS 29n

.RE

.sp
.ne 2

.na
\fB\fldirectory\fRfB/ nminfree\fRfR
.ad

. RS 29n

. RE

.Sp
.ne 2

.na
\fB\fB/var/crash/\& uname \fRfB-n\fRfB\& \fRfR
.ad

. RS 29n

default crash dunp directory

176 .RE

178
170
179
180
181

. SH SEE ALSO
.sp

. LP
\fBadb\fR(1), \fBmdb\fR(1), \fBsvcs\fR(1), \fBdd\fR(1
\fBattributes\fR(5)

\ f Bsvcadm f R(1M), \fBsyslog\fR(3C),

If \fldirectory\fR is not
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182 .
Y5

183
184
185
186
187
188
189
190
191
192

194
195
196
197
198
199
200
201
202
203

The system crash dunp service is nanaged by the service managenent facility,
\fBsnf\fR(5), under the service identifier:

.sp
.in +2

. nf
svc: / system dunpadm def aul t
i

.in -2

.sp

.sp
.LP

Admini strative actions on this service, such as enabling, disabling, or
requesting restart, can be perforned using \fBsvcadm fR(1M. The service's
status can be queried using the \fBsvcs\fR(1) conmand.

.sp

. LP

If the dunp device is al so being used as a swap device, you nust run
\fBsavecore\fR very soon after booting, before the swap space containing the
crash dunp is overwitten by prograns currently running.



